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Background 

• This project is sponsored by CyberClan who specializes 
in cyber security and provides incident response services.

• CyberClan has tasked us with creating a military-grade 
hardware encryption key (HEK) used for file encryption.

• The HEK is intended to be used by entities that require 
encryption for classified/protected data.

• Only select individuals can decrypt the encrypted files 
and recover the original file contents.

Conclusion and Recommendations
• We would like to thank Richard D’Souza and Dr. Larry 

Hughes for their continual support.
• The team needs to investigate additional flash memory chip 

for dedicated file storage.
• PCB may need to be redesigned to accommodate additional 

memory chip.
• GUI code needs to be run off HEK – is currently running off 

user’s PC (currently not portable).
• Need to incorporate C account login code into GUI software.
• For more information on CyberClan, visit 

https://cyberclan.com/.

Details of Software Design
• When the HEK is plugged into a PC, the Graphical User Interface (GUI) will appear.
• The HEK will have multiple users able to encrypt/decrypt files, and each user will have an account.
• Each account has a  username, password, and encryption keys that distinguish one account from another.
• User must log into account to be able to encrypt/decrypt files. 
• Once logged in the user can choose whether to encrypt or decrypt a file, choose a specific file to encrypt or 

decrypt, and choose where they want the output file stored.

File Encryption: 
• User logs into GUI account and selects file to be encrypted.
• File contents are encrypted using AES-256 (Advanced Encryption Standard-256 bit key).
• AES-256 key is put into file header.
• The user’s public RSA-4096 (Rivest-Shamir-Adleman-4096) key encrypts the AES-256 key.
• Now, the file has been encrypted and converted into ciphertext (shown below):

• User can choose to save encrypted file to HEK or to local PC.
File Decryption: 
• User logs into GUI account and selects file to be decrypted.
• AES-256 key in file header is decrypted using the user’s private RSA-4096 key.
• AES-256 key decrypts the file contents to recover the original file (shown below): 

• Since each user has a unique RSA-4096 private key, if another user attempts to decrypt the file the original 
file will not be recovered (shown below):

• User can select to save decrypted file to HEK or to local PC. 

Details of Hardware Design

• STM32H757 microcontroller to be used:
• 2MByte flash memory for storing GUI and encryption code and 

account information.
• Speeds up to 240MHz.
• Has AES accelerator to speed up encryption/decryption using 

AES-256.

• USB-A port to be used for connection to user’s workstation.
• External flash memory chip will be dedicated to storing 

encrypted/decrypted files.
• HEK will use custom designed PCB (shown below):

Design Process

Problem Definition:
• Met with Richard D’Souza of CyberClan to identify desired 

features and problems to be solved.
Planning:
• System software will be developed, followed by the design of 

the system hardware.
Prototype Development:
• GUI and PCB design were acquired from Phase 1 team.
• File encryption/decryption libraries have been acquired from 

STMicroelectronics (STM).
• Created C code for creating and logging into accounts. 
Testing:
• Will test functionality of encryption, decryption, account 

login, and account creation.
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