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Fig. 3: Overall software setup

The Linklt Smart 7688:

To enable userspace access of the hardware accelerator, a third-
party crypto driver (mt/628-aes [4]) was installed to route all
crypto operations through the hardware accelerator, allowing it
to be directly targeted by the power analysis attack.

This required the use of a newer, unofficial firmware, based on
the current version of OpenWRT.

The Linklt's base clock speed, being higher than the
ChipWhisperer’s sampling rate, needed to be reduced using the
Linklt’s configuration registers. This lower clock speed required
the OpenWRT Watchdog to be disabled.

The MRAA library [9] was installed on the Linklt device, to
simplify serial communication and control the GPIO 'Trigger pin.
To enable a Power Analysis attack, special encryption software is
required for the Linklt to accept a known key from the
ChipWhisperer and perform an encryption operation using the
key, while maintaining timing information for the ChipWhisperer.

The ChipWhisperer Power Analysis Board:
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Fig. 4: CW Power Trace Capture Fig. 4: CW Analyzer Results Table

e To confirm the functionality of the ChipWhisperer as well as to
demonstrate a Power Analysis attack, the ChipWhisperer was
used to break AES encryption on the included target XMega.

e (eneric Python scripts for the Power Analysis attack are
provided with the ChipWhisperer software. These scripts were
modified for the Linklt board by specifying appropriate baud
rate, 1/0 pins, and the use of an external clock.

HARDWARE SETUP

e The Linklt and ChipWhisperer
were connected together over
serial. The Linklt provided an
external clock and a trigger
signal to the ChipWhisperer.
Finally, a power trace was
used for the power
measurements.

o

e [o measure the power line, a direct connection was originally
used. However, the resulting signal was far too weak for any
analysis to take place. A shunt resistor was deemed
infeasible, so an H-field probe was instead used for
measurement.




